Cabinet for Health and Family Services has deployed an enterprise system for access control management known as KOG (Kentucky Online Gateway). The KOG solution provides centralized user management and includes functions for provisioning, de-provisioning, authentication, authorization, single sign-on, credentialing, self-service and access audit/logging of the ‘on-boarded’ CHFS applications and users.

This brief overview will depict supporting technologies, and general provisioning practices. All of the areas in which KOG governs can be described and conceptualized as an n-tiered or layered architecture. 

The following diagram depicts the technical layers within the solution:
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Figure 1 - KOG Conceptual Layers

For business systems to integrate with KOG, applications must support Microsoft’s Active Directory Federation Services (ADFS) standards based Web Single Sign-On (SSO) service that enables federated identity by implementing claims based authentication.  A claim is a declaration made by an entity (e.g. name, identity, group, privilege, attribute, etc).The below section will discuss the fundamental architecture, technology standards, and how an application is envisioned to integrate. The following sections will be covered:

· Single Sign-on
· User Provisioning

· Access Control

· Credential Management
· Run-time Integration

Single Sign-on (SSO)/Access Control
Single Sign-On authentication is a single point of authentication for the user into KOG based applications. This allows the user to enter their credentials only once to access multiple applications and services. KOG supports the common SSO processes found within Microsoft ADFS. Depending on the circumstances, each application should select the approach scenario suitable to their solution or application. For Access Control, all Web Applications are to utilize authentication provide by the KOG system which utilizes Microsoft’s ADFS framework authentication tokens to support this function. 
As a baseline, applications integrating with KOG shall have the following characteristics:

· Internal Users (such as state employees) use Windows Integrated authentication with KOG whereas External Users (such as citizens) use a forms based authentication.

· Web applications will interface login processes with KOG through Microsoft ADFS and must support WS-Federation (passive) Web based standards. 

· To be compliant with ADFS, all Web applications must be secured with SSL and communicate over port 443 (https).

· Non Web applications will interface through KOG Landing Page, a web page which contains short cut links to applications in which a user can click on a link to launch into application. KOG will make a place on the landing page to launch an application. Any functionality needed beyond this is the responsibility of the solution provider of the on-boarded application.
· Applications shall not prompt again for credentials during the user session for as long as the client has a valid, non-expired, authentication cookie from CHFS ADFS.

· Applications which are available both internally as well as externally shall utilize a single URL as a general rule. KOG access and authentication mechanisms are in place to handle these scenarios. It should be noted that Windows Integrated Authentication will not be available from the Internet for internal users, however, internal employees will authenticate using forms based authentication in similar fashion as external employees.

