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MEMORANDUM

 
TO:  		Cabinet Secretaries 
General Government Agency Heads

FROM:	Holly M. Johnson
Finance and Administration Secretary

DATE:	March 11, 2020

RE:  	Finance and Administration Cabinet Guidance and Support re:  
2020-215 Emergency Declaration and COVID-19 Precautions

Finance and Administration Cabinet 
COVID-19 Health Emergency Response
In addition to planning to maintain necessary government operations during the COVID-19 health emergency, the Finance and Administration Cabinet provides the following support and guidance to state agencies:  

Emergency Purchases
In accordance with Executive Order 2020-215 executed by Governor Andy Beshear on March 6, 2020 declaring a state of emergency in the Commonwealth of Kentucky due to the public health emergency related to the COVID-19 disease, the following temporary emergency purchase practices shall apply.
· Pursuant to KRS 45A.095, the head of a using agency or a person authorized in writing as their designee may make or authorize others to make emergency purchases to address threats or impending threats to public health, welfare or safety caused by the COVID-19 disease. Agencies may make necessary purchases to reduce the risk of this threat. 
· To accomplish this, agencies may use their small purchase authority, utilize Master Agreements in place or seek emergency approval when costs exceed their small purchase authority.
· Unbudgeted expenses incurred in response to this emergency incident shall be separately tracked. Response and recovery expenses must be directly related to the Centers for Disease Control and Prevention (CDC) guidelines for COVID-19 (click here for link) or guidelines established by the Kentucky Department of Public Health (click here for link). 
· Expenses determined to be unrelated to CDC or DPH health emergency guidelines will not be allowable as charges to emergency funds. 
· Staff in the Controller’s Office are working with the Office of State Budget Director to establish a way to identify all extraordinary expenditures related to this health emergency. We will communicate that information to your financial staff ASAP. 
· Agencies need to modify or request the Office of Procurement Services (OPS) modify existing janitorial services contracts to expanded services in the buildings they occupy. 
· When requesting emergency purchase approval, agencies must use the Finance and Administration Cabinet Emergency Purchase Request form located on the OPS web page (click here for link). Submit requests to ops.reporting@ky.gov. 
· Please contact your OPS Shared Services Agency Liaison with questions or guidance. A list of OPS Shared Services Agency Liaisons is located on the web (click here for link).

Contracts
· Please review contracts where contractors are required to be on-site, or must perform time sensitive deliverables.  If it is determined that it is in the best interest of the agency to restrict contractor physical access, or if for reasons associated with Covid-19, the contractor is unable to meet  deliverables defined within the contract, please contact the Office of Procurement Services to determine if modifications are necessary. 

Building Services
· Janitorial staff (state employee and contractors) in the Frankfort-based buildings have increased cleaning intensity and frequency with disinfectant solution specifically to include surfaces that are often touched, including doors, door knobs, vending machines, ATM machines, any knobs, handles, elevator buttons, stair railings and other public or shared services. 
· Finance Cabinet will provide hand sanitizer and tissues at public reception areas/entries in each building where FAC staffs a reception/entry area. 
· All agencies shall provide hand sanitizer and tissues at every reception entry of each building, purchase disinfecting cleaners and wipes for employees and expand cleaning intensity and frequency particularly for disinfecting surfaces often touched such as doors, door knobs, vending machines, ATM machines, any knobs, handles, elevator buttons, stair railings and anything other public or shared. 
· For agency leased buildings where the agency contracts with cleaning services, those services should be enhanced or expanded to include additional surface wipe downs with ant bacterial solutions. 
Postal Service
· In the event of state-wide shut down, FAC Postal Services staff will work with Frankfort Post Office to retrieve and securely store Frankfort-based state mail for agencies currently serviced by FAC Postal Services.
· Non-Frankfort based field offices should contact their local post office to place mail deliveries on hold if local offices are closed. 

Commonwealth Office of Technology (COT)
COT offers several tools that allow certain state employees to work productively from home or another remote location. Listed below are some of the most commonly encountered situations. If your agency has staff with needs not addressed in this document, please contact your Agency IT Lead, identified at the end of this document, for additional assistance. 

Note: Agencies may incur costs for some of the services discussed in this document.

Work remotely using a State-assigned Laptop or Tablet
Approximately 28,000 employees and contractors have state-assigned state computers. 12,000 of these devices are laptops or tablets which can work remotely via the state’s VPN (virtual private network). Of those laptops and tablets, 8,000 have VPN access and are ready for remote work. The remaining 4,000 devices can be granted access to the VPN.  

COT will contact Agency IT leads later today with instructions on how to submit requests for of additional VPN accounts. This batch approach (listing) is being requested both to speed the handling of the high volume of potential requests and to allow the agencies to prioritize the recipients.

Work remotely via a personally-owned device
Although some of the features that state staff rely on when working in the office would not be available, staff with a personally-owned device and an internet connection can access state email, calendars, contacts, and documents stored on One Drive using Office 365.  
Staff can access Office 365 at https://office.com. Users should select ‘Sign In’ in the upper right hand corner of the Office 365 home page and use the active directory login credentials that they use every day on their work computer.  
Additional information about accessing state-provided services can be found at the following links:
· Office 365 (email, Skype for Business, OneDrive)
https://kymsoffice.sharepoint.com/sites/COTMSO365Support/SitePages/MS%20Office%20365%20Support.aspx#OneDrive

· Specific interest related to O365 (working remote without VPN):
What URL should I use if I want to access mail through the web app? 
How to log into Office 365 Portal

Service Desk/Remote Support
In the event of office closings, COT anticipates maintaining Commonwealth Service Desk services at their current level. While users are on the phone with questions or problems, Service Desk staff have the ability to remotely access computers to resolve issues and provide “hands-on” assistance.  The phone number for the Commonwealth Service Desk is 502-564-7576. 

Phones – Call Centers
COT will work with the agencies that operate Call Centers to share instructions on how to set up and use softphones for Call Center services.  Softphone software will run on each call center staff computer and, with a headset, will function like a desk phone.  

Note: Softphone technology may not be available for all state Call Centers. 

Phones – Desk Phones
Staff with desk phones that receive calls from the general public, clients, or citizens may choose to forward their desk phone to a state-provided or a personal mobile phone.  The directions to forward can be found on the COT website or use this link:  
· AURA User Guides (for call forwarding)
https://technology.ky.gov/services/Pages/VoiceCommunications.aspx

If an agency chooses to forward a large number of phone numbers (such as all numbers at a particular location) COT can assist. The Agency IT Lead will be asked to provide a list of user names, desk # (from number), and mobile # (to number). 

Phones – Conference Bridges
Most mobile phones support group calls/conference calling. Please refer to the owner’s instructions or user manual for instructions on how to start a call, add additional lines, etc. 

If your agency needs more robust conference calling features or has a large number of meeting participants, the Agency IT Lead should contact COT for conference bridge services by calling the Commonwealth Service Desk at the number listed above. 

Printing Remotely
When using Microsoft Office 365 from a personally-owned device, users will be able to connect to their home or remote printer as they would with any other app.  

When staff need access to a home or remote printer from a state-owned laptop or tablet, the Agency IT Lead should contact COT to arrange for Xerox to deliver a printer to the user’s home.  These devices will include an asset tag for services provided under the MPS contract.  


Agency IT Leads
· Harp, Jennifer L (CHFS OATS) <Jennifer.Harp@ky.gov> 
· Rogers, Jeremy (CHFS OATS) <jeremy.rogers@ky.gov>
· Cowherd, Katie M (CHFS OATS DSS) <katie.cowherd@ky.gov> 
· Stout, Heather L (KYTC) <Heather.Stout@ky.gov> 
· Jones, Kenneth (KYTC) <Kenneth.Jones@ky.gov> 
· Perkins, Robbie S (PERS) <RobbieS.Perkins@ky.gov> 
· Smith, Katie B (CED) <Katie.Smith@ky.gov> 
· Vest, Steven P (CED) <Steven.Vest@ky.gov> 
· Raley, Brian H (PPC) <brian.raley@ky.gov> 
· Thorne, Robert D (EEC) <Robert.Thorne@ky.gov> 
· Harp, Sandy (COT) <Sandy.Harp@KYMSOffice.onmicrosoft.com>
· Lindsey, Chris F (Education Cabinet) <Chris.Lindsey@ky.gov>
· Hiles, Brian (Labor) <Brian.Hiles@ky.gov>
· Hamling, Stuart A (DOR) <StuartA.Hamling@ky.gov>


Please note that there may be updates or additions to this information. 
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